Highlights

The simplest way to deploy
passwordless, phishing-resistant
authentication across your workforce

® Fast, frictionless rollouts at scale:

Keys arrive ready for quick activation
requiring minimal setup effort for users
and IT.

Lower operational burden:

Automated lifecycle processes reduce IT
workload by simplifying issuance,
activation, revocation, and replacement.

Improved user experience:
Intuitive activation and self-service
options minimize friction and reduce
helpdesk tickets.

Stronger authentication assurance:
FIDO2 device-bound authentication
protects against phishing, credential
theft and MFA bypass.

Optional global fulfillment:
Add-on service for managed shipping,
customs handling, and worldwide delivery.

Compliance-ready visibility:
Centralized oversight delivers
audit-ready insight into credential status
and usage.

Digipass as a Service simplifies passwordless, phishing-resistant authentication by
accelerating deployment, reducing IT effort, and ensuring consistent, secure workforce
access, making adoption fast, predictable and scalable.

Scaling passwordless authentication

Rolling out phishing-resistant, passwordless authentication across a
diverse workforce is often more complex than it looks. Distributing
hardware, tracking inventory, and onboarding employees securely and
consistently can create friction. Activation steps vary by device and
environment, generating helpdesk tickets and slowing adoption. Without
centralized lifecycle management, IT teams struggle with device visibility,
revocation, and replacements, making passwordless programs harder to
govern and scale.

Centralized lifecycle management for predictable security

Digipass as a Service removes operational friction by automating hardware
issuance, activation, and lifecycle workflows. By integrating the MylD CMS -
powered by Intercede - with Microsoft Entra ID, administrators gain policy
control over device issuance and lifecycle management, with real-time
visibility into credential status and replacement cycles. This reduces risk,
lowers manual effort, and ensures that every key is accounted for, helping
organizations maintain consistent, secure access across the workforce while
keeping IT overhead low.

Consistent, friction-free end-user experience

Employees receive a FIDO2 security key with a simple, guided activation
process, avoiding the manual, lengthy, or complex registration steps often
associated with Microsoft Entra ID. The experience works consistently
across browsers, devices, and environments, including shared or remote
setups. Users can quickly complete activation without IT intervention.

This uniform approach reduces variability and confusion, lowers helpdesk
demand, accelerates enrollment, and helps drive adoption of passwordless
authentication.

A predictable, scalable model

Delivered as a subscription, Digipass as a Service combines FIDO2 keys,
lifecycle governance, replacement workflows, and optional logistics into
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one solution. Organizations avoid fragmented procurement,
reduce unplanned costs, and maintain consistent, secure
access. The service scales with the workforce and adapts as

identity strategies evolve, supporting Zero Trust initiatives and

modern compliance requirements with minimal IT effort.
Optional global fulfilment to accelerate deployment

For large or distributed teams, hardware logistics can be

a major bottleneck. Optional end-to-end global fulfillment
simplifies stock management, packaging, customs, and
shipping to central offices or directly to users, with full
tracking. This allows organizations to focus on adoption and
security rather than operational hurdles.
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Token assigment request:
MS Entra ID
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Identity creation:
Customer’s HR system
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Credential confirmation
and enforcement:
OneSpan CMS
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Key Features

® Phishing-resistant hardware security keys
Digipass FIDOz2 security keys are included in the
subscription for strong, passwordless authentication.

® Lifecycle management
MyID CMS integrates natively with Microsoft Entra ID
to streamline key assignment, revocation, and
replacement, while providing centralized visibility into
credential status and inventory — all within existing
identity workflows and with minimal user friction.

® Single-vendor solution with optional global fulfillment
The entire solution is supplied and supported by
OneSpan as a single vendor, simplifying procurement,
deployment, and ongoing support. Optional global
fulfillment services include stock management,
packaging, customs handling, and worldwide shipping
with full tracking to sites or individual users.

34 egﬂ
— NN

Warehouse processing

Request relayed
via cloud portal

Secure delivery
to user

User authentication
setup

OneSpan is a global leader in digital security, trusted by thousands of enterprises
across 100+ countries—including more than 60% of the world’s 100 largest banks—
to safeguard digital accounts, secure financial transactions, and prevent fraud. Our
award-winning solutions provide passwordless authentication, digital transaction
security, and advanced mobile application protection, helping organizations meet the
highest security standards and global compliance requirements. As cyber threats
grow more sophisticated, OneSpan delivers cutting-edge technology to safeguard
customers, mitigate risks, and ensure trust in every digital interaction.

Learn more at
OneSpan.com/security

Contact us at
OneSpan.com/contact-us
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