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SBA Paycheck Protection Program

Background Overview

The U.S. government passed a $2 trillion stimulus package known as the Coronavirus Aid, Relief, and Economic Security (CARES Act) to help
boost the economy in response to the Coronavirus pandemic.

Under the CARES Act, The Small Business Administration (SBA) will oversee the Paycheck Protection Program, which will distribute $349
billion to small businesses towards job retention and business operating expenses. The program is designed to get cash to small businesses
quickly, with less red tape and fewer guardrails than the SBA’s existing loan programs.

SBA Paycheck Protection Program Overview

Who can apply for loans under the Paycheck Protection Program?
e Businesses and non-profits with 500 or fewer employees are eligible for the loans. However, loans are not restricted to
companies: self-employed workers and gig workers, such as drivers for ride-share companies, also qualify. Qualified borrowers
must have been in business before February 15, 2020, and must have paid employee/contractor salaries and payroll.

How much can eligible businesses receive?

e Businesses can receive loans up to $10 million at up to 4% interest rates, depending on how much they paid their employees
between January I, 2020 and February 29, 2020.

Who will be distributing the loans?
e Loans will be provided through banks, credit unions, and other lenders, and will be fully guaranteed by the Small Business
Administration. Loan applications will be submitted through lenders who are partnered with the Small Business
Administration.

How long will it take to process loans?
e The loan process will become a same-day process, in which case loans would be signed and disbursed within 24 hours.
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OneSpan Solution

OneSpan Sign (OSS) electronic signatures help financial institutions accelerate the processing time and execution of loan approvals for small
businesses from days to minutes.

In addition to compliance with The ESIGN Act, UETA, and applicable UCC articles, OneSpan Sign is designed to comply with the
requirements outlined by the Office of Financial Assistance, U.S. Small Business Administration (SBA) Appendix 8 of SOP 50 10 5(K), “Requirements for
Electronic Signatures in the 7(A) And 504 Loan Programs”. SBA lenders may utilize electronic signatures in connection with 7(a) and 504 loans
provided they comply with the performance standards outlined in this Appendix on SBA Forms and other documents requiring signatures. The
table below outlines how OneSpan Sign complies with the applicable Appendix 8 requirements.

Next Steps: If your financial institution is evaluating its participation in the SBA’s Paycheck Protection Program, then discuss and present this
document to your organization’s business leaders to demonstrate how OneSpan Sign meets the specific requirements for electronic signatures
outlined by the Office of Financial Assistance, U.S. Small Business Administration (SBA) Appendix 8 of SOP 50 10 5 K, “Requirements for
Electronic Signatures in the 7(A) And 504 Loan Programs”.

Additional References

e Office of Financial Assistance, U.S. Small Business Administration (SBA) Appendix 8 of SOP 50 10 5 K - https:/bit.ly/2w206zz
e SBA.gov — Funding Programs — Paycheck Protection Program - https:/bit.ly/2JuaYew
e SBA.gov - Office of Advocacy 2018 Small Business Profile - https:/bit.ly/2QY8KI8
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https://www.sba.gov/sites/default/files/2019-02/SOP%2050%2010%205%28K%29%20FINAL%202.15.19%20SECURED%20copy%20paste.pdf
https://www.sba.gov/sites/default/files/2019-02/SOP%2050%2010%205%28K%29%20FINAL%202.15.19%20SECURED%20copy%20paste.pdf
https://bit.ly/2w2O6zz
https://bit.ly/2JuaYew
https://bit.ly/2QY8KI8

SBA E-Signature Requirements Checklist

SBA E-Signature Requirement How OneSpan Sign complies

e  OneSpan Sign supports these forms of signature that comply with this
section.

e OneSpan Sign captures the signer’s intent to sign:

e  B.I: E-Signatures are placed at the location in the document where a
signature is required, and the document will provide an indication
regarding the purpose of the signature. A descriptive name can be
optionally provided for each document.

e B.2: Use of the signer's consent process at the beginning of the signing
ceremony with the standard ESIGN consent disclosure statement
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indicates the signer understands their intent to sign in using the
electronic signature.

e One Span Sign complies with the requirements of association of a
signature to a document:

e C.l: Documents signed by OneSpan Sign include audit data indicating,
for each and every electronic signature, who signed it, when it was
signed and from where it was signed (via the signer’s IP address). This
audit information is embedded in the document and protected against
tampering with digital signatures.

e  C.2: The information contained in the OneSpan Sign Evidence Summary
would satisfy all these requirements
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O onespan

Section D covers the identification of the signer according to NIST
800-63-2 Level 3 assurance level and depends for its provision by the
lender directly or through a third-party.

e D.l.: The lender/customer can validate the identity of the new
applicant using (KYC) methods. OneSpan Secure Agreement
Automation (SAA) would be a recommended solution in addition to
OneSpan Sign for digital identity verification capabilities.

OneSpan Sign complies with this requirement:

e D.2.: OneSpan Sign captures a signature by having the signer click-to-
sign or capture a handwritten signature from a device. Either approach
is activated by clicking a button located directly in the document to be
e-signed at the location where the signature would normally appear.

OneSpan Sign complies with this requirement to associate identity
data with the electronic signature applied to the document.
Authentication options for establishing attribution may be provided
by OneSpan or by the Lender through the OneSpan Sign APl. Where
the lender provides their own authentication options that comply
with this Section D, the identity and related data from their
authentication options must be provided to the OneSpan Sign API.
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-2.pdf

e OneSpan Sign complies with the authentication requirements through
support of multi-factor authentication. This consists of using two
different factors of authentication at two different steps in the
OneSpan Sign process.

e  4.a. For the first factor, OneSpan Sign supports multiple, approved
authentication mechanisms. In addition, where the lender is controlling
authentication, they may provide any of the approved authentication
mechanisms through the OneSpan Sign API. Note that the use of in-
person authentication or Electronic Notary must be provided by the
lender.

e 4b.: For the second factor, knowledge-based authentication (KBA) that
complies with this section must be used. OneSpan Sign supports a
National Credit Bureau service option for KBA authentication. In
addition, the lender may provide their own KBA service through
OneSpan Sign APl to comply with this section.
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O onespan

e When using a OneSpan Sign built-in authentication method, OneSpan
Sign provides at least one of the listed loss management controls.

Specifically, OneSpan Sign maintains the uniqueness of identification
codes by ensuring that no two users can have the same identifier and
no two signers within a transaction can have the same identifier. Of
course a given signer can be part of multiple transactions.

OneSpan Sign supports the ability to set a password expiration rule, a
password history depth and a minimum delay between password
changes. For signers who do not have a OneSpan Sign account, their
entire transaction can be suspended or time-limited.

OneSpan Sign offers account administrators the ability to suspend
accounts in accordance with their enterprise’s loss management
procedures.

If a signer fails authentication too many times, they are automatically
suspended, the initiator of the transaction is notified and only they can
unlock the signer-.

The lender must provide for their own loss management when
providing their own authentication through the OneSpan Sign API.
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OneSpan Sign complies with the integrity of signed records
requirements of this section.
e  The Authoritative Copy compliance requirements and their
applicability to specific types of documents are defined in Section F of
this Appendix 8.

This section lists any documents permitted by this SOP to be
electronically signed. OneSpan Sign supports the electronic signing of
any documents that meets its service requirements.
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Certain types of electronically signed documents must be designated
as Authoritative Copies. These would be
a. Chattel documents under UCC Article 9 and further defined
as e-chattel under revised Section 105 of Article 9, and
b. Documents that would be a note under UCC Article 3 and
further defined as transferable records under the ESIGN Act
(Title ) and under UETA, Section 6.
Paragraphs 3, 4 and 5 of Section F of this Appendix describe the
requirements derived from UCC Article 9-105, ESIGN Title Il and
UETA Section |6 for designating (also known as establishing control)
of Authoritative Copies of e-chattel and transferable records.
Electronic vault systems are designed to comply with the
requirements for an Authoritative Copy as described above. The
OneSpan Sign Service supports the optional use of supported
electronic vault systems.
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e  OneSpan will comply with the selection requirements.

e This is not a compliance requirement.

e The lender must comply with these requirements.
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e Documents signed and processed through OneSpan Sign must be

stored by the lender or its designated custodian, who must comply

Inquiries, partial applications, and
applications withdrawn, canceled or
denied by the SBA.

Must be retained for 2 years after notification
of i 1 ot ko
cancelation or decline. After 2 years, the files
may be destroyed using practices aligned with
SOP 9047 03.

General correspondence

Must be kept for 1 year.

Case-specific correspondence should
be filed in the case file.

Must be retained for 10 years.

Paid off loan files (including the
original application file, servicing file,
and closing file).

Must be retained for 9 years after the loan is
paid in full.

Files from liquidated loans (including
the original application file, closing and
servicing files).

Must be kept for 10 years after the loan was
charged off.

O onespan

with these requirements.
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